has been attracting much research interest. Since palmprint and palmvein can be captured simulta- 23 neously by using specially designed devices, the joint use of palmprint and palmvein features can effec-24 tively increase the accuracy, robustness and anti-spoof capability of palm based biometric techniques. 25 This paper presents an online personal verification system by fusing palmprint and palmvein informa-26 tion. Considering that the palmvein image quality can vary much, a dynamic fusion scheme which is 27 adaptive to image quality is developed. To increase the anti-spoof capability of the system, a liveness 28 detection method based on the image property is proposed. A comprehensive database of palmprint-29 palmvein images was established to verify the proposed system, and the experimental results demon-30 strated that since palmprint and palmvein contain complementary information, much higher accuracy 31 could be achieved by fusing them than using only one of them. In addition, the whole verification proce-32 dure can be completed in 1.2 s, which implies that the system can work in real time. about 100 dpi (dots per inch) (Han, Cheng, Lin, & Fan, 2003; Zhang, 50 Kong, You, & Wong, 2003) can be used to acquire principal lines 51 and wrinkles while a higher resolution, usually 500 dpi, is required 52 to acquire ridge features. However, such a high resolution will in-53 crease significantly the computational cost to extract ridge features 54 because of the large image size of palm, and hence prevents the 55 system from being implemented in real time. Therefore, most of 56 the palmprint base systems capture low resolution palmprint 57 images using CCD (charge-coupled device) cameras and many 58 algorithms have been proposed for feature extraction and match-59 ing (Connie, Jin, Ong, & Ling, 2005; Han et al., 2003; Hennings-Yeo-60 mans, Kumar, & Savvides, 2007; Hu, Feng, & Zhou, 2007; Kong & 61 Zhang, 2004; Kumar & Zhang, 2005; Ribaric & Fratric, 2005; Su, 62 2009a Su, 62 , 2009b Wu, Zhang, & Wang, 2003; Zhang et al., 2003) .
63
Although palmprint recognition has achieved a great success, it 64 has some intrinsic weaknesses. For example, some people may 65 have similar palm lines, especially principal lines (Zhang et al., 66 2003); also it is not so difficult to forge a fake palmprint (Kong, 67 Zhang, & Kamel, 2009 ). These problems can be addressed by using 68 multi-biometric systems, such as fusing facial trait and palmprint 69 trait (Yao, Jing, & Wong, 2007) or fusing iris and palmprint traits 70 (Wu, Zhang, Wang, & Qi, 2007) . However, such systems are clumsy 71 as they involve two separate sensors to sense two traits. refer to the inner vessel structures beneath the skin and the palm-76 vein images can be collected using both far infrared (FIR) and near-77 infrared (NIR) light (Zharov et al., 2004) . Obviously, palmvein is 78 much harder to fake than palmprint. There is a long history of 79 using NIR and FIR to collect vein biometrics (Cross & Smith, 80 1995; Kono, Ueki, & Umemura, 2002; Lin & Fan, 2005; Macgregor 81 & Welfold, 1991; Socolinsky, Wolff, Neuheisel, & Eveland, 2001; 82 Wang, Leedham, & Cho, 2008; Wu & Ye, 2009) as we will see in this paper, the fusion of palmvein can still contrib-150 ute much in improving the performance of palmprint recognition. In this study, we set up ROI coordinates on palmprint image using 171 the algorithm proposed in Zhang et al. (2003) and then use the 172 coordinates to crop the ROI from palmprint and palmvein images. extraction can be found in Zhang et al. (2003) . In the following 184 we discuss the processing of other stages. (Schukers, 191 2002). However, these methods can be time-consuming, require 192 addition hardware and costly. In our system, the low-cost NIR 193 LED is used for illumination. It has been proved that 1000 nm NIR light could penetrate human skin 1-3 mm inside, 195 and blood will absorb more NIR energy than the surrounding tis-196 sues (e.g. fat or melanin), so the vein structure is darker than other 197 areas in the palmvein image (Zharov et al., 2004) . However, since 198 the skin of some people, especially female, is relatively thicker 199 (Lee & Hwang, 2002) , their palmvein structures cannot be clearly 200 captured (e.g. Fig. 3f ). On the other hand, the fake palm made by 201 some materials can also lead to dark lines under NIR illumination 202 by using our system, e.g. Fig. 5a . Therefore, it will be difficult to ap- The brightness feature is defined as the average of the intensity 217 over the image: 
265 where 110, 100} (Kong & Zhang, 2004 ). tures (referring to Fig. 3) , it is intuitive that good quality palmvein 375 images should have higher weight in the fusion than those poor 1 Different from the CompCode in Section 3.2 where the minimal response is used, here, the shape of used matched filters is identical to the cross-section of vein, thus the maximal response is kept. an objective criterion (Daugman, 2003) to evaluate the palmvein 379 image quality: By incorporating the palmvein image quality into consideration, 393 a dynamic weighted sum scheme is proposed as: and test sets are plotted in Fig. 9 . Because the skin reflectance 430 and absorbance are different from those eight materials, we can Fig. 12 . The ROC curve is displayed in Fig. 13 . ison, the curve by using Hamming distance as in Zhang et al. (2007) 473 is also plotted.
474
From Fig. 13 shows an example, the two palms have similar palmprint patterns 510 and they will be falsely accepted by using only palmprint images as 
